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  SDSC - NERC CIP | 10/100/1000 (Ethernet)

    SUN/Cisco RJ45, , 1U Rack, NERC CIP 

            NERC-CIP 
         to (Serial to Ethernet) SDSC 

              HV/LDC . AC DC 
              , , IT , 

            SDSC-NECR CLIP
 .

    SDSC-NERC CIP ( ) 

          SCADA RTU RS232/485 Serial to Ethernet  • 
     

               • 
        • 

     RJ45 8, 16 32 (Cisco/SUN RJ45 )• 

      RS232/422/485 • 

      (Dual) 10/100/1000 (Ethernet) • 

         NERC CIP • 

        • 

      : 125v DC / 250v DC 115 v AC / 230v AC• 

      : 24v DC /48v DC• 

    (Failsafe) • 
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 ( )
  SDSC-NERC CIP ( ) 

   IEC 61850-3 IEEE 1613(IEEE C37 90) EMI • 
    : 88-300v DC 85-265v AC - • 
  : 18 - 72v DC • 

          Cisco RJ45 " " CAT5 Cisco/Sun • 
     .

    IP ModBus DNP • 
  TCP - RTU/ASCII • 

          400Mhz, 750MIPS, 32• 
       IP (IPv6)• 

           • 
            / TCP .• 

          - Java .• 
   com/tty , , , , SCO .• 

          SSH Java • 
•  NERC CIP (EPCIP EU COM(2006)786)

        - , TACACS+, RADIUS
    - TACACS+ RADIUS 

      - RSA SecureID 2
  - HTTPS, SSL/TLS, SSH(AES, 3DES) 

     - 
             - " " 

   - 
     - 

  

      IP /SSH• 
  /SSH EasyPort • 

         EasyPort HTTP HTTPS• 
           SSH Java • 

     IP ( )• 
         • 

         /• 

  In-band ( ) Out of Band ( ) • 
          DNS• 
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 ( )
 ( )

     DHCP 81• 
   IPV6 IPV4 • 

       /• 

 SSH v1 v2• 
 PCI DSS : TLS v1.2, TLS v1.1, TLS v1.0, SSL v3.0, SSL v2.0• 

    SSL SSL • 
SSL (Peer) • 

 IPSec VPN: NAT Travelsal, ESP • 
 SSH : AES-CTR, AES-GCM ChaCha20-poly1305• 

  SSL : AES-GCM, ECDH-ECDSA, HMAC SHA256, SHA384• 
: AES(256/192/128), 3DES, DES, Blowfish, CAST128, ARCFOUR(RC4), ARCTWO(RC2)• 

 Hashing : MD5, SHA-1, RIPEMD160, SHA1-96 MD5-96• 
 : RSA, EDH-RSA, EDH-DSS, ADH• 

 X.509 : RSA, DSA• 
 (CA) • 
 • 

   RADIUS , • 
   TACACS+ , • 

LDAP, NIS, Kerberos • 
   RSA SecureID - RADIUS • 

   SNMP v3 • 
 IP • 
  (daemons) • 

  LDAP Active Directory• 

 

• 
 SSH v1 v2• 

Rlogin• 
LPD, RCP • 

  • 
 MOTD - • 
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 ( )
  

        - • 
    TCP/IP, UDP• 

    • 
    /• 
        - AT IP • 
            SSL • 

            • 
     Windows, Vista, Linux, Solaris, SCO HP UX com/tty • 

        RS232 RFC 2217 • 
       • 

           • 
   (SDK) • 

      ModBus, DNP3 IEC-870-5-101• 
       ModBus TCP Modbus ASCII/RTU ModBus TCP• 

               TCP • 
        32K – 

 

  Sun/Oracle • 
    Viewing - 256K • 

      NFS, NFS Syslog• 
 • 

           - • 
        Windows Server 2003/2008 EMS - SAC GUI • 

  OA&M( , )

  SNMP V3 - , MIB• 
 • 

      - Windows • 
   • 
 • 
  • 

 

•  ,  
  - PPP, PAP/CHAP, SLIP

              - HTTP 
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 ( )
  ( )

•  DNS 
                - DHCP Opt 81 DNS IP 

          
• IPSEC VPN /

     - Microsoft L2TP/IPSEC VPN ( XP )
     - Microsoft IPSEC VPN ( Vista )

       - IPSEC VPN Cisco , SDS/STS SCS 

 (Protocols)

IPv6, IPv4, TCP/IP, Reverse SSH, SSH, SSL, IPSec/IPv4, IPSec/IPv6, L2TP/IPSec, CIDR, RIPV2/MD5,    
ARP, RARP, UDP, UDP Multicast, ICMP, BOOTP, DHCP, TFTP, SFTP, SNTP, Telnet, raw, reverse 
Telnet, LPD, RCP, DNS, Dynamic DNS, WINS, HTTP, HTTPS, SMTP, SNMPV3, PPP, PAP/CHAP, SLIP, 

     CSLIP, RFC2217, MSCHAP (2 4 )

  (HV/DHV)
CPU

• MPC8349E, 400 Mhz, 750 MIPS

RAM• 
SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

64 MB 64 MB 64 MB 64 MB 128 MB 128 MB

• 16 MB

 

  • 
SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

8 8 16 16 32 32

  • 
  

   RS232/RS485/RS422 DTE on RJ45 
  RS485: – 

Sun / Solaris• 
            Sun/Oracle ' ' - 

           

  •    50bps ~ 230Kbps ( )

 •      - 5,6,7 8
      - 9
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  (HV/DHV) ( )
  ( )

• 
Odd, Even, Mark, Space, 
*Parity:           1

              /

 •  , , , 

  •    15Kv (ESD)

  •    DB9 ( ) RJ45 RS232

• 
   - 10/100/1000 TX RJ45

     - 10/100/1000, 
   - Half/Full/Auto duplex

 • 
   

- 3A@24v DC
       - 

      - 

  • 
   

         #6 ; 
  ( )

  •       125V DC / 250V DC 100V AC / 240V AC

  •  88-300V DC 85-265V AC

 • 
  @ 125v DC
  ( )

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

0.06 0.07 0.08 0.08 0.13 0.13

 • 
  @ 250v DC
  ( )

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

0.04 0.04 0.05 0.05 0.07 0.07

 • 
  @ 115v AC
  ( )

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

0.13 0.15 0.07 0.2 0.26 0.28

 • 
  @ 230v AC
  ( )

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

0.09 0.11 0.12 0.14 0.16 0.19

 • 
   ( )

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

9 10 12 12.5 17 17.5

 •    #10 
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  (HV/DHV) ( )

LED•    - , , 
- :    

 

 • 
  (BTU/ ) 

SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

30.7 34.12 40.9 42.7 58 59.7

MTBF ( ) • 
SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

144,323 126,121 117,779 105,368 89,711 82,325

 MIL-HDBK-217-FN2 @ 30°C 

 •              -40°C 16 , +70°C 16

 • -40°C ~ 85°C

•    5 ~ 95% ( )

•    SECC (1mm)

  • 
  

IP30

•      1U - 10' , 

  

• 
SDS8C HV SDS8C DHV SDS16C HV SDS16C HDV SDS32C HV SDS32C DHV

3.2 kg 3.38 kg 3.22 kg 3.40 kg 3.40 kg 3.58 kg

 •    1U - 26.4 x 43.4 x 4.4 (cm)

 

Emissions• 

 - : IEC 61850-3 Sec 5.8, IEC 61000-6-4, CISPR 16-2-3
      CISPR 22, FCC 15, B, B

  - : IEC 61000-6-4, CISPR 22
- : IEC 61850-3 Sec 5.8, IEC 61000-6-4, CISPR 16-2-3, CISPR 22

      FCC 15, B, B
  - IEC61000-3-2 
 - IEC61000-3-3 
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  (HV/DHV) ( )
  ( )

  EMC • 
   

- IEC 61850-3( )
- IEEE 1613( )(C37.90.x)

     - , 
 - ESD: IEC61000-4-2, 8Kv / 15Kv 

 - RFI: IEC61000-4-3, 20V/m(80M-1G)
  - / : IEC61000-4-4, 4Kv , I/O

- : IEC61000-4-5
- 4Kv AC -Gnd, 2Kv AC - ,

  - 2Kv DC - Gnd, 1Kv DC - ,
 - RS232 = , = 

 - RF: IEC61000-4-6, 10 Vrms
 - IEC61000-4-8, 100A/m, 1000A/m(1 )
  - Dips : IEC61000-4-11, A/B/C

   - : EN61000-4-12, 2.5Kv 
  - : EN61000-4-16, 30V 60 , 300V 1 , 15Hz-150KHz @ 3

  • 

- UL/EN/IEC 62368-1
 - CAN/CSA C22.2 62368-1

 - IEC 60950-1, (2001-10) EN60950-1:2001, CB scheme
 - CAN/CSA-C22.2 No. 60950-1-03 ANSI/UL 60950-1

       2003 4 1 ( )

• 
- Reach, RoHS, WEEE   
- CCATS; G168387
- ECCN; 5A992

   

  RJ45 

EIA-232 EIA-422 EIA-485 EIA-485

1 out RTS TxD+ TxD+ DATA+
2 out DTR N/A N/A N/A
3 out TxD TxD- TxD- DATA-
4 N/A GND GND GND GND
5 N/A GND GND GND GND
6 in RxD RxD+ RxD+ N/A
7 in DSR N/A N/A N/A
8 in CTS RxD- RxD- N/A

      ( CAT5 DTE DCE )
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  (LDC)
CPU

• MPC8349E, 400 Mhz, 750 MIPS

RAM• 64 MB

• 16 MB

 

  • 
SDS8C LDC SDS16C LDC SDS32C LDC

8 16 32

  • 
  

   RS232/RS485/RS422 DTE on RJ45 
  RS485: – 

Sun / Solaris• 
            Sun/Oracle ' ' - 

           

  •    50bps ~ 230Kbps ( )

 •      - 5,6,7 8
      - 9

• 
Odd, Even, Mark, Space, 
*Parity:           1

              /

 •  , , , 

  •    15Kv (ESD)

  •    DB9 ( ) RJ45 RS232

• 
   - 10/100/1000 TX RJ45

     - 10/100/1000, 
   - Half/Full/Auto duplex

 • 
   

- 3A@24v DC
       - 

      - 

  •          28-12 AWG 2

  •      24v DC / 48v DC
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  (LDC) ( )
 ( )

  • 18 - 72v DC

 • 
  @18v DC ( )

SDS8C LDC SDS16C LDC SDS32C LDC

0.4 0.55 0.85

 • 
  @24v DC ( )

SDS8C LDC SDS16C LDC SDS32C LDC

0.3 0.4 0.65

 • 
  @48v DC ( )

SDS8C LDC SDS16C LDC SDS32C LDC

0.2 0.25 0.35

 • 
  @72v DC ( )

SDS8C LDC SDS16C LDC SDS32C LDC

0.15 0.18 0.25

 • 
   ( )

SDS8C LDC SDS16C LDC SDS32C LDC

11 13 18

 •    #10 

LED•    - , , 
- :    

 

 • 
  (BTU/ ) 

SDS8C LDC SDS16C LDC SDS32C LDC

37.6 44.4 61.5

MTBF ( ) • 
SDS8C LDC SDS16C LDC SDS32C LDC

126,302 105,495 82,402 
 MIL-HDBK-217-FN2 @ 30°C 

 •              -40°C 16 , +70°C 16

 • -40°C ~ 85°C

•    5 ~ 95% ( )

•    SECC (1mm)

  • 
  

IP30

•      1U - 10' , 
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  (LDC) ( )
  

• 
SDS8C LDC SDS16C LDC SDS32C LDC

3.16 Kg 3.18Kg 3.36 Kg

 •    1U - 26.4 x 43.4 x 4.4 (cm)

 

  • 
  (NEBS)

 - SR-3580 NEBS 3
 - GR-1089-CORE: NEBS EMI 

  - GR-1089-CORE, Verizon VZ.TPR.9205 ATT-TP-76200
 - GR-63-CORE: NEBS 

  - GR-63-CORE / ANSI T1.319(Verizon VZ.TPR.9305 ATT-TP-76200 )

Emissions• 

 - : IEC 61850-3 Sec 5.8
 - CISPR 32:2015/EN 55032:2015( A)

- EN55011(CISPR11)
  - : IEC 61000-6-4

- : IEC 61850-3 Sec 5.8
- CISPR 24:2010/EN 55024:2010

   - EN61000-3-2 : 2010 
    - EN61000-3-3 : 2010, 

  EMC • 
   

- IEC 61850-3( )
- IEEE 1613( )(C37.90.x)

     - , 
 - ESD: IEC61000-4-2, 8Kv / 15Kv 

 - RFI: IEC61000-4-3, 20V/m(80M-1G)
  - / : IEC61000-4-4, 4Kv , I/O

- : IEC61000-4-5
- 4Kv AC -Gnd, 2Kv AC - ,

  - 2Kv DC - Gnd, 1Kv DC - ,
 - RS232 = , = 

 - RF: IEC61000-4-6, 10 Vrms
 - IEC61000-4-8, 100A/m, 1000A/m(1 )
  - Dips : IEC61000-4-11, A/B/C

   - : EN61000-4-12, 2.5Kv 
  - : EN61000-4-16, 30V 60 , 300V 1 , 15Hz-150KHz @ 3

  • 

- UL/EN/IEC 62368-1
 - CAN/CSA C22.2 62368-1

- IEC 60950-1(ed 2); am1, am2 
- EN 60950-1:2006+A11:2009+A1:2010+A12:2011+A2:2013

    - NEBS GR-1089-CORE ISSUE 4( 3, 2 4)
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  (LDC) ( )
  ( )

• 

 - Reach, RoHS WEEE 
                2011/65/EU 
         :: EN 50581:2012

- CCATS - G168387
- ECCN - 5A992

   

  RJ45 

EIA-232 EIA-422 EIA-485 EIA-485

1 out RTS TxD+ TxD+ DATA+
2 out DTR N/A N/A N/A
3 out TxD TxD- TxD- DATA-
4 N/A GND GND GND GND
5 N/A GND GND GND GND
6 in RxD RxD+ RxD+ N/A
7 in DSR N/A N/A N/A
8 in CTS RxD- RxD- N/A

      ( CAT5 DTE DCE )

 
   – 

SDS8C-LDC• 

  - RJ45 8 , 24/48VDC   , 10/100/1000 2 , 1U 
   - RS232/422/485 , Cisco/Sun Rj45 

        - NERC-CIP , IEC 61850-3, IEEE 1613 
   , NEBS 3 

SDS8C-HV• 

  - RJ45 8 ,   AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 

SDS8C-DHV• 

  - RJ45 8 ,    AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 
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  ( )
   – 

SDS16C-LDC• 

  - RJ45 16 , 24/48VDC   , 10/100/1000 2 , 1U 
   - RS232/422/485 , Cisco/Sun Rj45 

        - NERC-CIP , IEC 61850-3, IEEE 1613 
   , NEBS 3 

SDS16C-HV• 

  - RJ45 16 ,   AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 

SDS16C-DHV• 

  - RJ45 16 ,    AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 

SDS32C-LDC• 

  - RJ45 32 , 24/48VDC   , 10/100/1000 2 , 1U 
   - RS232/422/485 , Cisco/Sun Rj45 

        - NERC-CIP , IEC 61850-3, IEEE 1613 
   , NEBS 3 

SDS32C-HV• 

  - RJ45 32 ,   AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 

SDS32C-DHV• 

  - RJ45 32 ,    AC/DC  , 10/100/1000 2
    - 1U , RS232/422/485 

   - Cisco/Sun Rj45 , NERC-CIP , IEC 61850-3
      IEEE 1613 

         .
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